Microsoft 365 Security Monitoring

Primend and CYBERS joint service to provide our customers with the
best security monitoring solutions.

While consuming cloud services, it is vital that all security measures are in place.
Otherwise, it poses serious threats to organizations, such as taking over an e-mail
address, stealing personal data and trade secrets, or even taking control of the
entire organization's infrastructure and business.

Are you certain that your cloud services are secure?

Performing an initial security audit is easy, we convene a workshop lasting 3 hours to review and verify
various cloud settings.

Initial Security Audit

Short summary of current situation, giving an overview of:

& How vulnerable to attack is the organizations cloud environment;
(& Drawing attention to critical shortcomings.

ok . . . .
Comprehensive situation mapping:

& Necessary changes concerning cyber security;
& Changes to be implemented immediately in the organization or its infrastructure;

& Recommended order of priorities for implementing changes.

6(1@ Client position on cyber security maturity model:

& How faris the customer from a situation where an appropriate number of security measures have
been implemented to protect the business and the recommended level of security awareness has
been reached.

What's next:

& Improving a customer's vulnerability to cyber threats;
& Development of necessary security measures, along with configuration and services.

Cost of service: 500 €

* A full audit for the implementation of the cloud environment can be agreed separately.



Cloud Environment Security Monitoring (CESM):

{JE Cloud Environment Security Monitoring — Service Plan 1

Configuring 5 most critical security use cases
Acceptance of Microsoft 365 logs and correlation
Automatic incident reporting to Customers e-mail
Monitoring platform management and health checks
Log sources, connectors control and monitoring
Alerts policies check and updates

Monthly security reports
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Incidents management if needed (based on the hourly rate)

Service starting from 560€/month

@\ Cloud Environment Security Monitoring - Service Plan 2

Configuring 5 most critical security use cases
Acceptance of Microsoft 365 logs and correlation
Automatic incident reporting to Customers e-mail
Monitoring platform management and health checks

Log sources, connectors control and monitoring
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Alerts policies check and updates

2 additional client specific security use cases
Initial alarms analysis and removal of false positives

Incident management service and client communication - 5 incidents per month
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Monthly reports and monthly incidents analysis

Service starting from 1000€/month

CONTACT

>> primend CYBERS Arkadi Tammik | Security Expert

arkadi.tammik@primend.com






